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Introduction T-Systems/ Satellic

Overview of the German tolling system for HGV

KMP taking care of Data Privacy
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Deutsche Telekom Group

Revenue € 12,6 
bill*

160.00 Customers

Revenue € 29.4 bill*
100 Million 

Customers

Revenue € 26.0 bill*

* Based on 2006
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T-Systems

Revenue  (01.01. – 31.12.2006) EUR 12.6 billion

International Business units in more then 20 
countries, worldwide delivery  
capabilities.

EBITDA (01.01. – 31.12.2006) EUR 1.2 billion

Personnel 56.000

Customers more than 160.000 companies
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45%

100%
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System architecture, 
Development, 
Integration & Operation

45%

10%

Our hard-wired network enables 
technology expertise, experience, 
resources, speed, simplicity
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Innovative combination of already proven technologi es the 
satellite supported positioning (GNSS) and mobile 
communication (GSM)

Satellic designs the future of electronic 
road charging based on proven 
satellite technology 
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The Toll Collect Project: Users first 
choice for toll payment is the 
On-Board-Unit

Automatic Log - on                 Manual Log - on                   

OBU Internet Terminal

10 %90 %
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The Toll Collect Project: 
618.842 heavy goods vehicles have an 
On-Board Unit build in

Updated:02/08

Italy: 7.489

Czech Republic 24.567

Portugal: 2.195

Ukraine: 1.088

Germany: 368.789
Netherlands: 46.244 Poland: 53.127

Austria: 16.044

Spain: 9.679

Belgium: 12.060

France: 6. 224

Denmark: 4.023

Hungary: 10.496

Swiss: 2.629

UK: 921

Estonia: 1.236
Latvia: 1.696
Lithuania: 8.930

Belarus: 942

Rumania: 1.159
Croatia: 892
Bosnia/Herzegovina: 99

Other countries (cum): 
15.143
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Main concerns of the users are the 
“Glazen samenleving and mobiliteit “

Using my personal mobility data later also for other means 
e.g. speed control = “Function creep”

Synchronization of my personal mobility data with other data banks 
e.g. define risk or target groups (insurance, criminals) = “Social sorting”

KMP in the Netherlands
KMP and Data Privacy

KMP
System
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KMP in the Netherlands 
KMP and Data Privacy

Dealing with the main concerns = Taking care of Data Privacy

ConfidenceAcceptance

open communication transparency
KMP

System
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KMP in the Netherlands 
Acceptance

Fairness Accessibility

Support
from society

Affordability

The Dutch government has defined these goals 
to gain the acceptance for KMP by the society.

KMP
System
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KMP in the Netherlands 
Confidence

Laws Technology

Procedures Toll principles

All four elements are the fundament for inspiring 
of confidence and trust in the KMP system.

KMP
System
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EU
Data Privacy

Dutch “Data Protection
Authority”

The Dutch College 
Berscherming
Persoonsgegevens (CBP)
supervises the use of
private data

The EC Directive 
95/46/ and 2002/58
give rules to handle 
private data

KMP in the Netherlands
Confidence: Laws

KMP
System
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KMP in the Netherlands 
Confidence: Procedures

Toll Infrastructure

Toll 
colle
ction

Toll 
handl

ing

Enfor
ce-

ment

Toll process

Certification Auditing

Certification of components, procedures and operation 
Auditing of the business processes and performance during operation
to achieve transparency for government, users and public.

1. Conformity
Assessment

2. Interoperability
Assessment

OBE Personalisation
and VehicleIntegrat ion

In Test Laboratory (TTL) 

Contract Issuer

On Site (OTL) 

KMP
System
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KMP in the Netherlands
Confidence: Toll principals and Technology

Toll principles

Technology

� Toll Charge Detection handled autonomously on board in the OBU - > privacy !
(Position information and other individual characters stay in the car)

� Real time road charge visible in the car –> transparency and confidence

� Transfer of Toll Data from the OBU to Computing Center via GSM is limited to 
charging records only -> privacy

� The system architecture is defined in a way to minimize the data
transmitted for billing from the OBU to the Back Office

� High Security by cryptography to protect Data:
� Correctness and Integrity
� Access and Privacy

KMP
System
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KMP in the Netherlands
Summary 

� Main concerns of the user: my personal mobility data can be used for
“Function creep” and/or “Social sorting”

� The user will have confidence into the KMP system when

1. Toll laws in place which secure privacy
2.  Procedures in place which are transparent to the user
3.  Toll principals in place supporting transparency to the user
4.  Technology in place used and trusted by the user

� We strongly believe that such an KMP system can be designed and implemented

� One key for success for KMP will be to take the concerns of the user seriously and
deal with the concerns of the user and taking care of Data Privacy”
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Dank u voor uw aandacht


